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senior business
managers have been
hit by cybercrime
while abroad

SOURCE : KASPERSKYIEAB



in association with

A survey of 11,850 people around the world revealed the H 0 I.I DAY
biggest threat to company data is business travellers H AZ AH Ds
A survey of 1,000 US-based
0 O employees found many could
0 0 be exposing company data
during their holidays
in senior roles log on of senior managers use use wifi to transmit
as soon as they can unsecured public wifi work emails with
upon arrival networks to'connecttheir  sensitive or confidential
work devices abroad attachments
SOURCE: KASPERSKY LAB ANTICIPATE NEEDING
T0 BRING A WORK DEVICE
ON HOLIDAY

OF EMPLOYEES ACKNOWLEDGE
THAT THERE ARE GUIDELINES

IN PLACE FOR USING WORK
DEVICES OUTSIDE OF THE OFFICE

L SOURCE: OBSERVEIT ‘

S

ess travellers, 35 per cent
eir employer’s data safety
ey worry about, they said:

USE FREE/UNSECURED WIFI
USING A WORK COMPUTER OR
PHONE WHILE TRAVELLING

USE FREE/UNSECURED
WIFI TO CHECK WORK
EMAILS OR ACCESS FILES

USE UNSANCTIONED
PERSONAL DEVICES TO
CHECK WORK EMAILS

Having their laptop or mobile device stolen or lost

Using public wifi

Working on their laptop or mobile

Unintentionally sharing company documents
USE A SECURE VIRTUAL PRIVATE

—— WORK EMAIL AND FILES WHILE
Opening a file or visiting a website they shouldn't have LLLALELTE Dy
.\ _____
Disposing of paper documents 6%
SOURCE: CARLSON WAGONLIT TRAVEL ‘ ' 1 O O O 1 1 1
i \ A

LEAVE THEIR WORK
DEVICES UNATTENDED
WHILE TRAVELLING

SOURCE: OBSERVEIT
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DATABANK COMPILED BY MOLLY DYSON ‘

of travel managers
look to their TMC to

protect their travellers’ TIPS FOR
oo e TRAVELLERS TO
MITIGATE CYBER

RISK WHI
TRAVEL INDUSTRY DATA THE ROAD

BREACHES IN NUMBERS

Company hame Year Data breach

Marriott International/ 201418 Upto 500 million guests (327 million included a combination
Starwood of name, address, passport number and check-in information)

Cathay Pacific 2018 |  millio 1umbers,

Uber 2016 Up to 57 million
British Airways 2018 Upto 380000 tran

ABTA website 2017
Air Canada 2018

IHG 2016 Data from 1200 properties, including cardholder names,
xpiration dates and internal verffication codes

Hyatt 2015

Singapore Airlines 2019

Hyatt 2015

Mandarin Oriental 2014-15

Eurostar 2018

Hilton 201415 Unspecified
SOURCE: VARIOUS

of senior managers feel there's
an expectation from their

employer to stay connected

when travelling for work

SOURCE: KASPERSKY LAB

SOURCE: FCM TRAVEL SOLUTIONS
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